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Objectives ‘

This briefing will focus on the following topics:

e The differences between Classified National Security

Information and Sensitive Security Information (SSI

-

e Which portions of the SSI Fe
Regulation apply to Aviation
Stakeholders

e The proper means of marking and
protecting SS




Brief History of SSI '

e SSI was developed pre-9/11

e C(reated in response to hijackings in the early 1970s

to establish a regulation for sharing sensiti

]

After 9/11, SSI applies to all modes of transportations




Where SSI Fits

All information held by the Federal
government falls ito two categories:

( ,

or

e Unclassified
(-, For Officia

Information, etc.




Classified Information '

ST Information whose “unauthorized
disclosure could reasonably be expected
to cause 1dentifiable or describable
damage to the national security”*

\

CONFIDENTIAL

Example:
A U.S. Special Operations team conducts

classitfied.

* Source: Executive Order 13526, Dec. 2009




Unclassified Information Falls
into Two Categories

of protecting information such as SSI and

- o

e Public Information
All other information:




Sensitive Security Information '

Information obtamed or developed which, if
released publicly, would be detrimental to
transportation security.

Examples:

e Aircraft Operator Standard Securit
Program (AOSSP) p

Airport Security Progran
TSA Security Directives marked as SSI

Reports of TSA secur
investigations




Information not protected by regulation that
could adversely affect a Federal program if publicly
released without authorization.

Example:

Federal building security pla

Source: DHS Management Directive 11042.1




What are the Differences?

FOUQO and SSI are categories of Sensitive
But Unclassified information, but:

e SSI 1s based on U.S. law and protected by a F
regulation; FOUQO 1s not

e Unauthorized SSI disclos

re may re Sult m a civil

]
penalty; FOUO breaches cannot




What are the Differences? (cont.)

e In litigation, SSI has stronger protection from
court-ordered production requests while documents
marked only as FOUO have little or no protection

e SSI is protected from public release under
a Freedom of Information Act (FOIA)

request; FOUO may be either protected __ OI'IOIEla’[iOH
or released under FOIA | e A T—

e Documents that contain SSI must be marked as SSI'—1ot as
FOUO. When information is pulled from reportSimarked
FOUO SSI, the new report must be marked assSSi=
Not FOUO/SSI
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Focus on the
SSI Federal Regulation
(49 CFR Part 1520)

Dep and Security
Transportation Security Administration
49 CFR 1520 - The SSI Federal Regulation

u o 38002
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Sensitive Security Information

Another way of thinking about SSI 1s would this
information assist an adversary who is planning an
attack against a transportation system?

* How useful would the information be to.
terrorists?

e How detailed s it?

 Has DHS officially
in the past?

e Is it obvious?

e Is it still current?
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16 SSI Categories l

In order for information to be SSI, the mformation mus
be related to transportation security, its release must be
detr1mental and 1t must fall under the One C

to Aviation.
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16 SSI Categories '

(1) Security Programs, Security Plans, and
Contingency Plans — Example: Airport
Security Program (ASP) and Aircraft
Operator Standard Security Program

(AOSSP)

(2) Security Directives (SDs) — TSA sends out SIDs to aviation

-

0 threats and outlines

additional security measures beyond their curient approved
security programs that they must put into elieCi iorCounietac
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16 SSI Categories (cont.)

(3) Information Circulars (ICs) — TSA sends out ICs to
stakeholders advising them of developing threat and may
provide recommended mitigation measures.

Note: ICs can be marked as SSI but may sometimes be issued
without SSI Markings. This 1s very deliberate on our part.

INFORMATION CIRCULAR
NUMBER IC 21-XX
SUBJECT Insider Threat Mitigation Program Framework
EFFECTIVE DATE XX XX, 2021
EXPIRATION DATE

APPLICABILITY

LOCATIONS

PURPOSE AND GENERAL INFORMATION




or checked baggage screening
equipment

16 SSI Categories (cont.) '
(4) Performance Specifications —
Specifications for any TSA checkpoint

(5) Vulnerability Assessments —
Assessments for or b y DHS/DOT for
any mode of transportation including
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(6) Security Inspection or Investigative Information
Reports of inspections or mvestigations that could

(7)
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16 SSI Categories (cont.) '
(8) Security measures — Specific details of
transportation security measures including:

(1) Security measures or protocols recommended by the
Federal government mcluding airport access control
measures and other stakeholder-generated security

(1) Information concerning the
deployments, numbers, and
operations of FAMS |

Flight Deck Officers (FFDOS)

18



(1) Standard Operating Procedures (SOPs) to screen persons
(including transportation workers), their baggage, cargo and
U.S. mail

16 SSI Categories (cont.) '
(9) Security Screening Information — ‘

training persons to carry out ' Y, Ieasures




(11) Identifying Information of Certain Security Personnel —

(1) Lists of names that identify persons as —
(A) Having an airport SIDA badge

< (B) Complete list of all Transportation
(TSOs) at an airport

(D) Holding a position as FAM (must be two or more names)

(11) Current FFDO (armed pilot) (must be two: or more names)

Note: The FAA Reauthorization Act of 2018 required IISANONMOdILy
its treatment of FFDO names to match protections aiiond CANONEAIVISS
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16 SSI Categories (cont.) '

(13) Systems Security Information —Any information

Example: Security plans for TSA'S
interaction with aircraft operators

21



(15) Research and Development — Research results that

were approved, accepted, funded, recommended or
directed by DHS/DOT

(16) Other Information — Any mformation’ not otherwise
described 1n this section that TSA'd ' S SSI

make this determination.
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Common Information Related to
Aviation that 1s SSI*

Aircraft Operator Standard Security Program
(AOSSP)

Airport Security Programs (ASP)

TS A-issued Security Directives (SDs) or
Emergency Amendments (EAs) marked as SSI

Correspondence between Transportation Security.
Inspectors (TSIs) and aviation stakeholders that
reveals a security vulnerability - o

SUBJECT

TS A reports of inspections or investigations

that could reveal a security vulnerability s sz

& Transportation
Security

Types of explosives canines are trained 0 detect ™ je v
Joint Vulnerability or MANPADS Assessments, BEStE s

* List not all-inclusive
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Common Information Related to
Avwviation that 1s SSI* (cont.)

Status of persons that may or may not be on
No-Fly List or Selectee List

Results of TSA Secure Flight vetting
TSA Intelligence Products marked as SSI

TSA Standard Operating Procedures for Scr:
Behavior Detection criteria

oS
i)

-)

Security procedures related to airport/SIDA bad
Lists of names of Airport SIDA badge-holders

Any record that states Federal Air
Marshals ARE or ARE NOT f{I:

particular flight
After-Action Report following amajor
aviation mcident * List not all-inclusive
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What mformation 1s NOT SSI l

Safety mformation 1s not SSI
Fire Evacuation Plans are not SSI
Construction plans are not SSI

Training materials for emplo loyees on

Safety mspections o
are not SSI
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Covered Persons '

According to the SSI Federal Regulation, covered
persons may access SSI. This includes airport and
airline personnel, air cargo personnel, indirect air carrier
personnel, maritime operators, rail, pipeline and surface




Persons with a “Need To Know”
Covered persons have a “need to know™ SSI 1f
access to information is necessary for the performance

of, training for, or managing of personnel’s official
to




Requests from the Media '
for SSI

Under the SSI Federal Regulatlon members of




SSI Federal Regulation

Outlines Procedures for
Marking and Handling SSI

Department of Homeland Security
Transportation Security Administraf

49 CFR
Prepared by ne T34 551 Ofce. corporsing e Vaume
ameni on Jsnyary 7. 2005 70 £ 1352 uly 18
"o N

1520 — The SSI Regulation

66 ofthe

Federal Re 28082 (sted 25 09 FR 25087

26 70 Fr2 41509, May 26, 2000 2 71 FR 30507,

May 15, 2004

2005
Jermiver 20, G008 573 FR 72123, efisctive Decembier 28, 2008.

PART 1520_PROTECTION OF SENSITIVE SECURITY
INFORMATION

Guard.
rized dicclosure of SSL

Authority: 46 U.S.C. 7010270106, 70117; 49 U.S.C. 114,

40113, 4490144907, 44913 44914, 4491644918, 44935

44936, 44942, 46105,

§1520.1 Scope.

@) Applicabinty. Tais part governs tae matncenance
iscioeure of records and infor mation et
Informatic

5. Th]s “part does not appIy To he
disclosure of classified

employee is governed by section 214 and any implementing
regulations, not by this part.

(b) Delegation. The authority of TSA and the Coast Guard

under this part may be further delegated within TSA and the

Coast Guard, respectively.

§1520.3 Terms used in this part.

In addition to the terms in § 1500,
following terms apply

of this chapter, the

Trancporiation fo. Securtts reforted to n 48 U8 C. 114), or

that

granted, would malke the person a covered person described.

in§1520.7
DS means the Department of Homeland Security snd

rate, bureau, or other CompoRent within

Dipartmant of Homeiand Seoaeity, metasimg the Dafed

States Coast Guar:

7 means the Department of Transportation and any
operating sdministration, o ffice within the
Dopartmens of Trangportaton, inluding the Saint Lewrence
g Devebpmens Conparaion wnd tha Brzen of
Transportation Statistics.

ederal Flight Deck Officer means a pilot participating in
e Federal Flight Deck Offcer Prograim under 49 US.C.
plementing regulations.
dcrtione Mactlty mene any faciicy as defined in 33 CFR.
01.

it facility” ac defined

4 crisis management.
ram means a program or plan anc

amnamem developed for the security of the following,

any comments, ictions, or implementing

(1 An cratt, or aviation cargo operation;
2 amxedmse operator;
e facility, vessel, or port ares; o

sing, control

h securis
ans sensitive security information, as described in

reat image projection system means an cvaluation tool
 threat image

or pipeline; or a ransportation-related automated system
network to determine fts vulne )
nterference, whemer during e conception, planning
design, mmissioning phase. &
uul‘nrn:mm.ty assessment 1 mv nclude propoced.
recommended, or directed or countermeasures to

adrese cecurlsy concerns.
§1520.5 Sensitive security information.

(@) In general In accordance with 49 US.C. 114(s), SSTis
information obtained ar developed in the conduct of
‘activities, including a development, the aisclosure
f which TSA has dercrmined
) Consritate an unwarranted mvasion of privacy (ncluding,
bt not lmited o, informaion con
ormel, me lar file)

(@ Be detrimental 1o the secunty of rransportation.

(®) Information constituting SSI. Except as oth
provided in writing by TSA in the interest of public ca catecy or
in furtherance of

Intorrmacion, and secor e contamming o
constirute S8

o e

i Sensitive Secarity Information Office
- Enow i, Mark i, Share i, Lock i, Shred it

SENSITIVE SECURITY INFORMATION BRIEFING




Everyone 1s Responsible for l
Protecting SSI!!!

Personnel who works in aviation whether they are airport
employees, airline employees, law enforcement, Federal
employees or contractors are responsible for properly

UV

marking, handling, protecting, stor' U «mcl dt-*:urrg ying SSI
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Regulatory Requirement
SSI — Protective Marking

Each page of the SSI
record must include an

SSI header and fOOter. SENSITIVE SECURITY INFORMATION

Intelligence Service

Even if there 1s only one .
sentence containing SSI Aviation
in a 50-page document,
every page must have an -
SSI header and footer.




N,

SS1 Footer

The SSI footer informs the viewer that the record must
be protected from unauthorized disclosure.

No modification of the SSI Footer 1s authorized.

“WARNING: This record contains Sensitive Security Informatic
that is controlled under 49 CER parts 15 and 1520. No part of
this record may be disclosed to persons without a “need to
know,” as defined in 49 CFR parts 15 and 1520, except withithe
written permission of the Administrator of the Transportation
Security Administration or the Secretary ofi lransportation:
Unauthorized release may result in civil penalty eretneraction:
For U.S. government agencié- , public disclosureISIgeverRedy
5 U.S.C. 552 and 49 CER parts 15.and 1520

32



Who Can Mark Records as SSI

Stakeholders are permitted to mark information
as SSI as long as they believe the record meets
specific criteria under the SSI Federal Regulation:

. QO

* [t falls under one of the 16 S J_;[ QELFH&IJFIL, that are listed
1n the slides above.

33



Who Can Mark Records as SSI? '
(cont.)

It 1s important to remember that SSI 1s information
which should be marked and protected in all forms of
communication. This includes emails, Word documents

presentations, training, etc. ‘

34



Storing SSI: Lock it Up!!!!

When not actually working with an SSI record
(lunch break, end of the day, etc.), store the SSI
record m a locked desk drawer or 1 a locked

, MIAND AT EIDONNOEKSIUROIE

35



Protecting Electronic Data '

* The SSI Regulation instructs:
“Take reasonable steps to safeguard SSI in that
person’s possession or control from unauthorized
disclosure.” _

* Safeguarding methods may includ
— logging off from or "«:‘mg unattended computers,
— applying encryption, and/or
— physically restricting access to :*Lz,uwrur devices such as
USB flash drives Jr‘ othe

* 49 CFR §1520.9(a)(1)
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Posting SSI: Never Post SSI
on the Internet

B= An official wi e of the United States government

TRAVEL - ign ABOUT CONTACT

TSA is prepared for
Spring Break travel
and offers 10 travel
tips for smooth

screening

Read Press Release

Latest News REAL ID Disabilities and Medicggnditions

e latest news and updates on the novel TSA enables Arizona residents to use mobile driver’s license ID requirements at the checkpoint are Access important information and resources gvelers

coronavirus disease (COVID-19) outbreak. or state ID for verification at Phoenix Sky Harbor changing. Learn about REAL ID. with disabilities and medical conditions.
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Duty to Report Unauthorized
Disclosure of SSI

The SSI Federal Regulation states “when a covered
person becomes aware that SSI has been released to
unauthorized persons, the covered person must

promptly inform TSA...”

3

* 49 CFR §1520.9(c)
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Y

Destruction of SSI

“A covered person must destroy SSI completely
to preclude recognition or reconstructio

In other words, throwing *?;-?‘ rbage can or
recycling bin violates the SSI Federal Regulation:

* 49 CFR § 1520.19(b)(1)
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Discussing SSI in Public Areas 1s '
Inappropriate

\

OSE '

Personnel must be very careful when discussing
SSI 1 public areas.

You never know who i1s listening

\o

and not everyone has a “need LIPS
to know” the information.

- 7
Remember: Adversarie .

MIGHT

Sink Ships

...............................................

uuuuuuuuuuuuu TGN To TWE MATiOMAL wiCtony Esont

get the information they need torplan
an attack.
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Lost money — TSA can impose a civil penalty with
amounts into the tens of thousands of dollars per
offense against covered persons and compani

Consequences of Unauthorized
Disclosure of SSI |

L )

personnel action up to termination

-

contract with a Federal vendor whose employees did

not properly protect the SS. rusted to their care

41



“Best Practices’ for Non-DHS
Employees to Protect SSI

7

= Transportation
A P

w Security

%’ Administration

Only w;
naﬂ\heh Covereq Persong
ith a Neeq o Know

KNOW IT

Using SSI ID Guides

For more information on
Safely Sharing Information: SSI@DHS.GOV

Poster created by
LTSO David Riel - DTW

SENSITIVE SECURITY INFORMATION BRIEFING




Best Practices for
Non-DHS Personnel

DHS stakeholders (i.e., regulated entities) and other
covered parties are mandated under the SSI regulation to
take “reasonable steps” to prevent unauthorized

disclosure of SSIL

The next set of slides describes “Best
Practices” that stakeholders may use in
handling and protecting SSI.

Sensitive Security Information

These “Best Practices” are based on’
policies and procedures developed for
DHS personnel to protect SSI
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Best Practices —
SSI Cover Sheet

The SSI Cover sheet 1s NOT
required by the SSI Federal
Regulation but it 1s
recommended to place everyone

on notice they are dealing with
SSI and can be added as needed.

DEPARTMENT OF HOMELAND SECURITY

SENSITIVE SECURITY
INFORMATION

Cover Sheet

44



Best Practices —
Sharing SSI in E-mail

SSI information transmitted by e-mail should be encrypted or
sent mn a separate password-protected record and not in the body

xHQO0/ 9
“HD /0! f)

¥

i
\ =Y \ N A
et R i




Best Practices — Managing l
Sensitive Data in Webinars

Taking the following steps will help mmimize the risk of
unauthorized disclosure of SSI.

v Verify that all attendees of the meeting are covered persons with
a “need to know” the SSI to be presen

- ,—-—6--_—!

v Enable “waiting room’ features to see and
granting them access

v" Lock the event once all intended attendees havejome

e
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Best Practices — Managing
Sensitive Data in Webinars (cont. )
v" Ensure that you (the host) can manually admit and remove ‘
attendees _

v Be mindful of how (and to whom) you disse
links

-—— A%

telephone lines




Best Practices - No SSI on '
Personally Owned Electronic
Devices

\

* Thumb drives, external drives, OrdiSKSE.. ~ “f.=1 = = =

SSI should not be stored, sent to, or printed to persona
devices including home, public, or personal:
* Computers or tablets

* Fax machines

* Prmter or copy machines
* Smart phones

 Email accounts

48



Best Practices —
Closmg the Gaps

v' Change default password to strong, complex passwords for
your router and Wi-Fi network

or WPA3 wireless encryption
v" Avoid using public hotspots and networks

v" Only use secure video conferencing tools
organization

v" Use official compan

v" Ensure that any virtual 1ts Alexa), will not picks up
your conversations

49



Best Practices — Closing the Gaps '
(cont.)

Remember, while conducting business, be conscious of
your surroundings:

* Do not work 1n locations where your computer screei
may be visible to others

* Take measures to previ sdropping, especially.
when discussing SSI

50



Best Practices -
Traveling with SSI

Laptops containing SSI should be kept with you to
the maximum extent possible

Avoid transporting laptops containing SSI in checked baggage

Laptops containing SSI and any SSI paperwork shot
locked and out of sight (e.g., trunk) when unattended

paperwork




The most common methods
used to destroy SSI material
include:

Best Practices - Destruction l
of SSI '

e (Cross-cut shredders

» Contract with a shredd'
company

national security miormation

52



Frequently-Asked
Questions

SENSITIVE SECURITY INFORMATION BRIEFING



Q: How Do We Handle
Requests for SSI Information?

A: Requests for SSI fall into two categ
* Sharing SSI
* Releasing SSI
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Sharing SSI '

To share SSI 1s to provide a record that contains SSI to
another covered person. The record i1s marked as SSI and
remains SSIL.

The covered person with a “need to know’ 1s now: obligate
by the SSI Federal Regulation to protect the SSI record
entrusted to their care. '

55



Releasing Records

Prior to releasing records containing SSI to
persons who are not authorized to access
SSI under the SSI Federal Regulation, the

SSI language must be removed/redacted by

56



SSI Redactions

* SSI Records that are produced due to
Freedom of Information Act (FOIA) requests, court-
order production requests, or other requests are
reviewed by the TSA SSI Program office.

* TSA then produces a
redacted copy of the record score OAPPLEABLTY

This Sensitive Security Information (S5I) Identification Guide provides guidance for

which information is and is not S8 under 49 CFR 1520 (Title 49 part 1520 of the Code
all Of the S SI removed of Federal Regulations), related to the National Explosives Detection Canine Team
. Frogram Users. of this gLude include the followi |ng Transportation Security

contractors, and grantees: other Department of

agencies that use information covered in this guide; and, any other covered persons (as
defined In 49 CFR 1520.7) that use or access information covered in this guide.

GENERAL INFORMATION ON THE NATIONAL EXPLOSIVES DETECTION CANINE
TEAM PROGRAM (NEDCTP)

The National Explosives Detection Canine Team Program exists to deter and detect
the introduction of explosives devices into the transportation system. In addition, bomb
threats cause disruption of air, land and sea commerce and pose an unacceptable
danger to the traveling public and should be resolved quickly.

component in a balanced counter-sabotage program. The use of highly trained
enpln \uea delecllan r*anlnr: leams |s also a rlr;ven dutarrnnt to terrorism dlrecied

oo o nd_mnhila raenanea ba eiinnark




* The SSI Federal Regulation states that

— “Except as otherwise provided m this section... records
contaming SSI are not available for public 1 '

Q: How Do We Get SSI Redacted
before a Record is Released?

» TSA addresses these requirement:
official SSI Review process throughiitssSSISRrograii
office.

——

* 49 CFR § § 1520.15(a) and 1520.15(b)

58



Q: If we mark a Record as SSI, does'
that mean it’s always SSI?

All covered persons are permitted to mark information they
believe 1s SSI, but it 1s possible it was over-marked.

The TSA Administrator 1s authorized to determine whether
information pertaining to transportation security constitutes SSI.
That authority is delegated from the Administrator to the Chief of
the SSI Program.

Program office 1s the final arbiter and authorized tomal
determinations on both federal records and records producediby
stakeholders.

If necessary, the SSI Program: office will'providededaciCdNersions
(1.e., all of the SSI blacked out) for publicicONSUMPHONS

€ >
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Q: Who Do We Contact for l

Additional Assistance?

* Additional SSI resources are posted to
https://www.tsa.gov/for-industry/sensitive-security-
information

ralnl

questions about SS



mailto:Aviations_Program_Branch@tsa.dhs.gov
mailto:SSI@tsa.dhs.gov

Safely Sharing Information

SSI Program Office

Security and Administrative Services
Enterprise Support
Transportation Security Administration
6595 Springfield Center Drive, MS-3 1
Springfield, VA 20598-6031

E-Mail: SSl@tsa.dhs.gov

SENSITIVE SECURITY INFORMATION BRIEFING
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