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Objectives ‘

This briefing will focus on the following topics:

e The differences between Classified National Security
Information and Sensitive Security Information (SSI)

e Which portions of the SSI Federal
Regulation apply to Pipelines

e The proper means of marking and

——-—-—5 ]

protecting SSI ég ,,




Briet History of SSI ‘

e SSI was developed pre-9/11

e C(reated in response to hijackings in the early 1970s

to establish a regulation for sharing sensiti

]

After 9/11, SSI applies to all modes of transportations




Where SSI Fits

All information held by the Federal
government falls ito two categories:

( ,

or

e Unclassified
(-, For Officia

Information, etc.




Classified Information '

ST Information whose “unauthorized
disclosure could reasonably be expected
to cause 1dentifiable or describable
damage to the national security”*

\

CONFIDENTIAL

Example:
A U.S. Special Operations team conducts

classitfied.

* Source: Executive Order 13526, Dec. 2009




Unclassified Information Falls '
into Two Categories

e Sensitive But Unclassified (SBU)

unregulated means of protecting informati
FOUO |

e Public Information

All other information:




Sensitive Security Informat10

Information obtained or developed which, 1f
released publicly, would be detrimental to
transportation security.

Examples:

Pipeline Company’s Security Plan
TSA Security Directives marked as
SSI 1ssued to Pipeline Industry

e Requests for Alternal Measures to
TSA’s Security et*r_[yn-,) and
TSA’s responses to such requests




)

Information not protected by regulation that
could adversely affect a Federal program if publicly
released without authorization.

Example:

Federal building security pla

Source: DHS Management Directive 11042.1




What are the differences?

FOUQO and SSI are categories of Sensitive
But Unclassified information, but:

e SSI is based on U.S. law and protected by a Federal
regulation; FOUQO i1s not

e Unauthorized SSI disclosuik ---a/ result m a civil




What Are the Differences? (cont.)

e In litigation, SSI has stronger protection from
court-ordered production requests while documents
marked only as FOUO have little or no protection

\

e Documents that contain SSI must be marked as SSI'=mnot as
FOUO. When information is pulled from reports marked

FOUO SSI, the new report must be markediassSSI
Not FOUO/SSI

e SSI is protected from public release under
a Freedom of Information Act (FOIA)
request; FOUO may be either protected
or released under FOIA
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Focus on the
SSI Federal Regulation
(49 CFR Part 1520)

Department of Homeland
Transpartation Securil
FR 1520 - The Federal Regulation

PART 1520—PROTECTION OF SENSITIVE SECURITY
INFORMATION

TSA D g ta wriny
§1520.5 Sensitive security information.

o with 48 1.5,
i
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Sensitive Security Information '

Another way of thinking about SSI 1s would this
1nf0rmat10n assist an adversary who 1s planmn

o Is it still current?
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Sensitive Security Information

In order for information to be SSI, the information

This training will dlSClI  only the relevant categories
related to Pipelines.
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16 SSI Categories '

(1) Security Programs, security plans,
and contingency plans — Any
security plan or security

contmgency plan 33,1 ed,
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(2) Security Directives — Any Security Directive or
order 1ssued by TSA
Examples of records protected under this category:

TSA recently 1ssued several Security Directives (SDs
to the Pipeline industry:
* Some of the SDs were

15



(5) Vulnerability Assessments — Any vulnerability
assessments directed, created, held, funded or
approved by DHS/DOT for any mode o
transportation

Examples of records profe
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16 SSI Categories (cont.) '

(6) Security Inspection or Investigative Information —
Reports of inspections or investigations that couls

17



(1) Security measures or protocols recommended by the
Federal government

16 SSI Categories (cont.) '
(8) Security measures — Specific details of
transportation security measures mcluding:

Note: Can include system cybersecuri

(10) Security Training Materials — Record:

(12) Critical Transportatio

..........
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recommended or directed by DHS/DOT

16 SSI Categories (cont.) ‘
(15) Research and Development — Research results
that were approved, accepted, funded,

rmir

not otherwise defined in
(rarely used)
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Common Information Related to
Pipelines that 1s SST*

Pipeline Companies Security Programs
Vulnerability Assessments of systems or facilities
TSA Security Directives (SDs) marked as SSI

Requests from Industry for an O ——
SENSITIVE SECURITY INFORMATION
Alternate Measures (AM) due &), Transportation

Security

tO an SD ‘ Administration

SECURITY DIRECTIVE

TSA responses to AM -

SUBJECT Threat to U.S. Aireraft Operators

re qu e Sts S ent tO Indu Stry EFFECTIVE DATE December 26, 2013

EXPIRATION DATE January 31, 2014

T SA Intelligence Pro dUCtS CANCELS AND SUPERSEDES ~ Not Applicable
m a rk e d a S S SI ‘ APPLICABILITY Aircraft operators regulated under 49 CFR 1544.101(a)

. AUTHORITY 49 CFR 1544.305

LOCATION(S) (as necessary) AllUS aireraft operators

* List not all-inclusive




What mformation 1s NOT SSI l

Safety mformation 1s not SSI
Fire Evacuation Plans are not SSI
Construction plans are not SSI

Training materials for emplo loyees on

Safety mspections o
are not SSI
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Covered Persons '

According to the SSI Federal Regulation, covered
persons may access SSI. This includes airport and airline
officials, maritime operators, rail and pipeline operators,
Federal employees, among others.

22



access to information 1s necessary for the performance
of, training for, or managing of personnel’s official

Persons with a “Need To Know” '@
Covered persons have a “need to know™ SSI 1f ‘

A pipeline operator does NOT need access tortheHliSA

o ot

screening procedures conducted at arporiss

-
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Requests from the '
Media for SSI

Under the SSI Federal Regulatlon members of




SSI Federal Regulation Outlines
Procedures for Marking and
Handling

SSI

Department of Homeland Security
Transportation Security Administration

49 CFR 1520 —
Prepared by ne TSA 551 Offce. oorporaing e lewng: Volume
. 2005 70 1357

PART 1520_PROTECTION OF SENSITIVE SECURITY
INFORMATION

S.C.70102-70106, T0117; 49 U.S.C. 114,
40113, 4490144907, 4491344914, 4491644915, 44835~

24936, 44942, 46105,

§1520.1 Scope.

@ Appticabuty T part governs the maimenance,

arding, and disciocuse of records and information that
TSana: dercemined to be Information,
4in § 1520.5. This part

land Sec

Sectosurs of such i

employes is governed by section 214 and any implementing
regulations, not by this pare.

(% Delagation. The authority of TSA and the Coast Guard
under this part may be further delegated within TSA and the
Coast Guard, respectively-

§1520.3 Terms used in this part.

In addition t
follown

o the terms in § 1500.3 of this chapter, the
ing terms apply in iz pare
inistrator means the Under Secretary
Trdneporiation 07 Security eferred tom 49 Ve 1150, or
Bis or her design
Goast Guard means he United Sates Const Guard.
xganizatic

o rautd mahe the perion  corered pereon described
in§ 15207
DHS means the Department of Homeland Security and
bureau, or other component within the
meland Security, including the United

T means che Department of Transportation and any
administration, & office within the
Departmcnt of Transportacion, cluding the Saint Lawrence
Seaway De\Velopmen( Corporation and the Bureau of
Transp istics
‘al Flight Deck Officer means a pilot participating in
the Federal Flight Deck Officer Program under 49 U.S.C.
24921 and implementing regulations.
time facility means any facility as defined in 33 CFR

‘means “rail facility” as defined in 49 CFR

The SSI Re;
o5 crthe.
Sy 1o

ula
Federa sts\ac:\wem"(mzuasmm:zns" May 15, 2004
0. May 26, 2005

defined in 49

means “rail mansit facility” ac defined

oad” as
‘means “railroad carrier” as defined in 49

a mtln dee any mmeanc by wich ntormation s

1y comments, instructions, or implementing

craft, or aviation cargo operation;

ity, vessel, or port area; or

SSTmeans sensitive secubity informmation, as described in
§15205.

1 image projection system means an cvaluation tool
pre:

:
e ity comms

o pipeline; or a transporation related automaTed et

network to determine its vulnerability

intertereace. whether during the conception, plansing
design, consirucrion, aperation. or decommissioning phase A
vulnerability assessment may include proposed,
recommended, or directed actions GF COURtermEasuTes to
‘adaress security concerns.

§1520.5 Sensitive security information.
@ In general 1o scoozaance with 49 U.5.C. 1144

, Sstis
sation obtained or developed in security

inte
eHtes, Inciuding Feteasin and develapracnt. the disclosure

(3 Be demmmentl 1 the secanty of rantportation.

@ Information constituting SS. Except sz orneric

SENSITIVE SECURITY INFORMATION BRIEFING




Regulatory Requirement
SSI — Protective Marking

Each page of the SSI
record must include an B
SSI header and footer.

Even 1f there 1s only one Threas to i
sentence contaming SSI
in a 50-page document,

every page must have an (IR
SSI header and footer.




must be protected from unauthorized disclosure.

SSI Footer '@
The SSI footer informs the viewer that the record ‘

No modification of the SSI Footer 1s authorized.

.

“‘WARNING: This record contains Sensitive Security Informatior
that is controlled under 49 CFER parts 15 and 1520. No part of
this record may be disclosed to persons without a “need to
know,” as defined in 49 CER parts 15 and 1520; except with the
written permission of the Administrator of the Transportation
Security Administration or the Secretary of liransportation:
Unauthorized release may result in civil penalty;eretieracon:
For U.S. government agenc' public disclosureis gevemed vy,
5 U.S.C. 552 and 49 CER parts 15 and 115205

27



Who Can Mark Records as SSI*

Stakeholders are permitted to mark mformation
as SSI as long as they believe the record meets
specific criteria under the SSI Federal Regulation:

|t falls under one of the 16 SSI €Cat S that are
listed 1n the slides above.

28



communication. This includes emails, Word documents,
presentations, traming, etc.

29



Storing SSI: Lock it Up!!!! '

When not actually working with an SSI record
(lunch break, end of the day, etc.), store the SSI record
in a locked desk drawer or 1n a locked roo

, MIAND AT EIDONNOEKSIUROIE
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Protecting Electronic Data '

* The SSI Regulation instructs:
“Take reasonable steps to safeguard SSI in that
person’s possession or control from una
disclosure.”

— physically restric- O access 1o ::|::t_,[rurl|f th‘: "'.'_ig.'::?; SUCHas
USB flash driv: S or other [ POritd \ble device

* 49 CFR §1520.9(a)(1)

31



Posting SSI: Never Post SSI
on the Internet

EE An official website of the United States government Here's how you know v

TSA is prepared for
Spring Break travel
and offers 10 travel
tips for smooth
screening

Read Press Release

Latest News

e latest news and updates on the novel TSA enables Arizona residents to use mobile driver’s license
coronavirus disease (COVID-19) outbreak. or state ID for verification at Phoenix Sky Harbor

REAL ID

ID requirements at the checkpoint are
changing. Learn about REAL ID.

What Can | Bring? A-ZInde

Enter your searc

TRAVEL - 4T ABOUT

mployees

Q

CONTACT

Disabilities and Medicggnditions

Access important information and resources 0
with disabilities and medical conditions.

gvelers




Duty to Report Unauthorized
Disclosure of SSI

The SSI Federal Regulation states “when a covered
person becomes aware that SSI has been released to
unauthorized persons, the covered person must

promptly inform TSA...”

3

* 49 CFR §1520.9(c)
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Destruction of SSI

“A covered person must destroy SSI completely
to preclude recognition or reconstruction of the
information when the covered person no lc

* 49 CFR § 1520.19(b)(1)

34



Discussing SSI in Public Areas 1s '
Inappropriate

Personnel must be very careful when discussing
SSI 1 public areas.

You never know who i1s listening
and not everyone has a “need
to know” the mformation.

\ooOSE

LIPS

o

MIGHT

3 | ( S TNE i i
get the information they need to planssssy ﬁl’lkShlP‘
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Consequences of Unauthorized
Disclosure of SSI

Lost money — TSA can impose a civil penalty with
amounts into the tens of thousands of dollars per
offense against covered persons and companies

R

contract with a Federal vendor  C1 >S did

- e it - e

36



Protect SSI

“Best Practices’ for l
Non-DHS Employees to ‘

PARTAr,
Y

\'_!f Transportation

V Security

=2 Administration

SHAR

Only With ¢ ‘Overe,

With 5 Need to

IT
d Persopg

Know

- Y KNOW IT

Using SSI ID Guides

For more information on

N . ~ Poster created by
Safely Sharing Information: SSI@DHS.GOV LTSO David Riel - DTW

SENSITIVE SECURITY INFORMATION TRAINING




Best Practices for
Non-DHS Personnel

DHS stakeholders (i.e., regulated entities) and other
covered parties are mandated under the SSI regulation to take
“reasonable steps” to prevent unauthorized disclosure of SSI.

Sensitive Security Information

The next set of slides describes “Best
Practices” that stakeholders may use in
handling and protecting SSI.

These “Best Practices” are based on!
policies and procedures developed for
DHS personnel to protect SSI.

38



Best Practices —
SSI Cover Sheet

The SSI Cover sheet 1s NOT | mmenemasosian
required by the SSI Federal SENISNIECI)‘REMSET(IgngY
Regulation but it is '
recommended to place
everyone on notice they are
dealing with SSI and can be

added as needed.




Best Practices — ‘

Sharing SSI 1 E-mail

SSI information transmitted by e-mail should be
encrypted or sent 1n a separate password-protected record
and not in the body of an e-mail. Passwords sho
separately, and should:

* Have eight-character minimi
* Have at least one uppe

* Not be a word in the dictionary: or @' pOLIONIOINHCHIE
name

40



Best Practices — Managing ‘
Sensitive Data in Webinars

Taking the following steps will help minimize the risk of
unauthorized disclosure of SSI.

Ll
- —

d attendees havejoimed




Best Practices — Managing
Sensitive Data in Webinars (cont. )

v" Ensure that you (the host) can manually admit and
remove attendees

v Be mindful of how (and to whom) you disseminate
invitation links

regular telephone lines

42



Best Practices - No SSI on ‘
Personally Owned

Electronic Devices

Computers or tablets
Fax machines

Printer or copy machit
Smart phones

Thumb drives, external drives, ¢

Email accounts

43



Best Practices —
Closmg the Gaps

v Change default password to strong, complex passwords for
your router and Wi-F1 network

v' Avoid using public hotspots_an networks

v" Only use secure video conferencing tools approved by your:

v" Ensure that any vi -rJ assistants ., Alexa) will not pickeup
your conversations

44



Best Practices — Closing the ‘
Gaps (cont.)

Remember, while conducting business, be conscious of
your surroundings: '

* Do not work 1n locations where your computer
may be visible to others

_
—

* Take measures to prevent dropping, especially

45



Best Practices - ‘
Traveling with SSI

Laptops containing SSI should be kept with you to
the maximum extent possible

Avoid transporting laptops containing SSI in checked
baggage ==

Laptops containing SSI and any SSI paperwork should be
kept locked and out of sight (e g., tru .) when unattende

r‘

-




The most common methods
used to destroy SSI material
include:

Best Practices —
Destruction of SSI

Cross-cut shredders

Contract with a shredding
company. |

Any method approved for the
destruction of classified
national securi y Information

47



Frequently-Asked
Questions

SENSITIVE SECURITY INFORMATION TRAINING



Q: How Do We Handle Requests
for SSI Information?

A: Requests for SSI fall into t /0 cate
* Sharing SSI
* Releasing SSI

49



7

Sharing SSI

To share SSI is to provide a record that contains SSI to
another covered person. The record 1s marked as SSI and
remains SSI.

The covered person with a “need to know’ 1s now.
obligated by the SSI Federal Regulation to protect the SSI
record entrusted to their care.

50



Releasing Records

Prior to releasing records containing SSI to
persons who are not authorized to access
SSI under the SSI Federal Regulation, the

SSI language must be removed/redacted by

51



SSI Redactions

* SSI Records that are produced due to
Freedom of Information Act (FOIA) requests, court-
order production requests, or other requests are

reviewed by the TSA SSI Program office.

* TSA then produces a
redacted copy of the record

with all of the SSI removed.

SCOPE AND APPLICABILITY

This Sensitive Security Information (SSI) Identification Guide provides guidance for
which information is and is not 3531 under 49 CFR 1520 (Title 49 part 1520 of the Code
of Federal Regulations), related to the National Explosives Detection Canine Team
P rogram Users of this gLude lnclude the followi |ng Tranaporlallon Securlty

) S O b

agencies that use information covered in this guide; and, any other covered persons (as
defined in 49 CFR 1520.7) that use or access information covered in this guide.

GENERAL INFORMATION ON THE NATIONAL EXPLOSIVES DETECTION CANINE
TEAM PROGRAM (NEDCTP)

The National Explesives Detection Canine Team Program exists to deter and detect
the introduction of explosives davices into the transportation system. In addition, bomb
threats cause disruption of air, land and sea commerce and pose an unacceptable
danger to the traveling public and should be resclved quickly.

compaonent in a balanced counter-sabotage pragram. The use of highly trained
explosives detection canine leams is also a proven detarrent to terrorism directed

bevimpeln temmnemarbatinn suotomae and nreidae o timaobs and mabila rasnanea ba e iinaoet




Q: How Do We Get SSI Redacted '
before a Record is Released?

— “Except as otherwise provided m this section... records .

* The SSI Federal Regulation states that
contamning SSI are not available for public mspectior

il

— “(Df a record contains both SSI and miforma

* TSA addresses these requirements by proyviding an
official SSI Review process throughitssSSINErograim
office.

* 49 CFR § § 1520.15(a) and 1520.15(b)
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Processing Record '
Requests

* Smmilar to Federal Freedom of Information Act (FOIA),
many state and local laws (e.g., “Sunshine’ laws) provide
citizens the right to access government records.

\




Open Records requests must be referred to TSA FOIA
( ).

Processing Record ‘
Requests (cont.)
Requests for TSA’s own records made through State ‘

should be submitted for full SSI Review to the SSI Program

responses may be made to the requestor mdicating themeed ior
SSI Review.

Requests may be submitted to TSA FicldCOUnNSCINOIRIONMICES'S
t

Program office directly atssisl (IR | FRE00T

55
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believe 1s SSI, but it 1s possible it was over-marked.

Q: If we mark a Record as SSI,
does that mean it’s always SSI?
All covered persons are permitted to mark information they ‘

The TSA Administrator is authorized to determine whether
information pertaining to transportation security constitutes SSI.

2 8

e determines what
vithin' a record. The

tlhAari7ad A ral-A QQJ
thorized to make SSI




Q: Who Do We Contact for l

Additional Assistance?

* Additional SSI resources are posted to
https://www.tsa.gov/for-industry/sensitive-s
information

* Questions may be directed to yr ur TSA Policy, Plans
and Engagement (PPE) representative at 18272

I

questlons about _)_f and rec ¢ _rr -_ r;~;_|t4z::»,i_:»;
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Safely Sharing Information

SSI Program Office

Security and Administrative Services
Enterprise Support
Transportation Security Administration
6595 Springfield Center Drive, MS-3 1
Springfield, VA 20598-6031

E-Mail: SSl@tsa.dhs.gov
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